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Abstract

Developing correct and performant distributed systems is
notoriously challenging due to their complexity and scale.
There are two main approaches to addressing correctness
issues that stem from their complexity: (i) formal verification,
and (ii) automatic compilation of specifications to implemen-
tations. The former provides machine-checked correctness
guarantees along with good performance but requires sub-
stantial expert effort. In contrast, the latter can reduce de-
veloper effort, though often at the expense of rigorous cor-
rectness guarantees. In this paper, we design, develop, and
evaluate the AuToMAN workflow, which makes developing
distributed systems with refinement-based formal verifica-
tion techniques more accessible and practical for both experts
and developers. AuUTOMAN achieves this by automatically
generating implementations and their corresponding verifi-
cation obligations from formal system specifications. This is
accomplished without placing trust in the code generator and
without sacrificing end-to-end correctness or performance.
AuToMAN'’s use of refinement-based verification methodol-
ogy for ensuring soundness allows hand-tuned performance-
critical code and automatically generated code to harmo-
niously co-exist without jeopardizing end-to-end correct-
ness guarantees. The effectiveness of AuToMAN is demon-
strated through the reimplementation of Multi-Paxos, PBFT,
a sharded Key-Value store, and CausalMesh following the
AuToMaN methodology. In all cases, the use of AuToMaN
substantially reduced development effort (e.g., 70%-97% for
Multi-Paxos), while the resulting systems maintained robust
efficiency and correctness.

CCS Concepts: » Software and its engineering — Soft-
ware verification and validation; « Computer systems
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organization — Dependable and fault-tolerant systems
and networks.

Keywords: Distributed Systems, Formal Verification, Code
Generation

1 Introduction

Distributed systems form the fundamental infrastructure
for hosting critical services. However, even with rigorous
testing, their design and implementation remain notoriously
error-prone, often leading to subtle bugs that are difficult to
uncover and even harder to reproduce when discovered [3,
25,31, 51, 52, 64]. Formal methods offer stronger correctness
guarantees than traditional testing. Within this space, there
are two main approaches, each with distinct trade-offs, for
addressing correctness issues in distributed systems. Both
approaches require, as input, a low-level formal specification
of the system under development that soundly refines the
corresponding abstract protocol specification.

The first approach employs formal verification techniques
to develop correct-by-construction distributed system imple-
mentations (e.g., Verdi [100], IronFleet [37]). Such implemen-
tations are guaranteed to be free of runtime bugs that violate
any formally proven properties, within the verified portions
of the system. Unfortunately, these assurances often come
at a high cost in terms of manual effort, particularly from
verification experts. In contrast, the second approach auto-
mates implementation by compiling the verified low-level
specification into executable code using a compiler or trans-
lator (e.g., PGo [32]). However, these approaches suffer from
two key limitations: (1) Low performance: such a translator
mostly focuses on functionality and has limited capability
for optimizing performance; (2) Weak correctness guarantees:
no formal correctness guarantees can be provided unless the
translator is formally proven to be semantic-preserving.

This naturally raises the question: Is it possible to design a
distributed system development workflow that combines the
strengths of both approaches, lowering manual effort while
maintaining formal correctness and achieving reasonable per-
formance? In this paper, we answer this question affirma-
tively by designing, developing, and evaluating AUTOMAN,
which proposes a new workflow accompanied by automa-
tion tools that makes the development of distributed system
implementations under the refinement-based verification
methodology more user-friendly, practical, and accessible.

A practical workflow for developing correct but perfor-
mant distributed systems often follows the following philos-
ophy: develop the system that works correctly first, and then
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incrementally perform performance-improving but semantic-
preserving optimizations on it to achieve performance goals.
AUuTOMAN’s accompanying automation (i.e., automated code
generator) contributes to reducing the manual effort associ-
ated with developing the correct but not necessarily perfor-
mant system. Generally speaking, a typical refinement-based
verification methodology has the following high-level steps:
@ formalize the low-level system specification ¢ in a suit-
able logic; @ develop an implementation I from the system
specification ¢; ® formally verify using some deductive ver-
ifier that I satisfies ¢ (i.e., I = ¢). AuTOMAN develops an
automated code generator that can automatically translate ¢
to an executable implementation I along with the associated
verification conditions needed in step &, many of which can
be automatically discharged by the underlying SMT solver.
This automation removes the manual work associated with
developing I. Unlike approaches like PGo [32], one does not
have to trust the code generator of AUTOMAN because the
generated implementation is formally verified in step ©.

Due to the adoption of the refinement-based approach as
its underlying verification methodology, AUTOMAN can nat-
urally facilitate the incorporation of performance-improving
but semantic-preserving optimizations. This is achieved by
simply treating these optimizations as sound refinements of I
(the implementation developed in step @ and verified in step
®). In addition, distributed systems often require optimizing
only a few performance-sensitive components to enhance
overall efficiency. Take replicated state machines (RSMs) as
an example: protocols like Raft [75] and Paxos [13] usually
have two components: failure recovery (leader election) and
data replication. While failure recovery is essential for data
safety, it rarely affects steady-state performance. In contrast,
replication dominates normal-case execution, so optimiza-
tion efforts in practice often focus on replication [8, 85, 99].
As a result, it is possible that one can use a majority of the
AutoMaN-generated code while needing to hand-tune only
a few performance-critical components, substantially reduc-
ing manual effort.

AuUTOMAN'’s translator expects the TLA-style specifica-
tion of a distributed system to be expressed in Dafny, which
specifies the system as a state machine with first-order-logic
predicates that describe state transitions. Since automatic
program synthesis from arbitrary specifications is undecid-
able [83], we confine our scope to a fragment of Dafny that
is translatable to code without resorting to search-based
(enumerative and solver-aided) program synthesis [4, 30, 90].
This fragment, however, is expressive enough to precisely
capture the specifications of many complex distributed sys-
tems, as demonstrated in our case studies on Multi-Paxos,
PBFT, a sharded key-value store, and CausalMesh [106].

AuTOMAN’s supported fragment of Dafny is characterized
by both syntactic restrictions (programs outside the fragment
will fail to parse) and semantic restrictions. Given a TLA-style
specification of a distributed system in Dafny, we develop
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a novel static, flow-sensitive analysis to determine not only
whether the specification is well-formed but also whether
it is amenable to AUTOMAN’s translator. The static analysis
also generates meaningful feedback to developers, localizing
portions of the specification that lie outside the supported
fragment, enabling them to reformulate the specification or
supply additional annotations.

As discussed before, for end-to-end correctness of the
hand-tuned code, AUTOMAN relies on refinement proofs to
connect both auto-generated and manually written code.
During translation, a refinement scaffolding is generated. It
provides proof obligations to ensure that each auto-generated
function refines the specification, and also enables manual
refinement proofs for human-optimized code by leveraging
the Abstractify functions in the scaffolding. These man-
ual proofs can then be integrated into the overall refinement
structure, allowing the entire codebase to be verified with
the same level of correctness guarantee as a purely manually
verified implementation, such as IronFleet [37].

In summary, this paper makes the following contributions:
o We present a structured development workflow supported

by the AuToMAN methodology. The workflow decomposes

the development of distributed systems into steps with
different focuses: first ensuring correctness, then optimiz-
ing for performance. AuUToMAN facilitates this workflow
through a hybrid methodology that combines the strengths
of both automatic and manual verification approaches,
with high manual effort reduction and a safety guarantee.

e We develop a translator to support our methodology. It
performs static, flow-sensitive analysis of specifications
to ensure well-formedness, automatically generates im-
plementation code together with refinement scaffolding,
and supports the incorporation of further manual proofs
for optimized code, enabling the verification of the entire
mixed system implementation.

o We demonstrate AUTOMAN’s generality and efficacy through
case studies on Multi-Paxos, PBFT, a sharded KV store, and
CausalMesh. In our evaluation, AUTOMAN reduces man-
ual effort by 70% to 97%, while delivering over 90% of the
throughput of manual implementations like IronFleet.

2 Background and Design Overview

This section provides the necessary background and a high-
level overview of AUTOMAN’s design. We first present the
preliminary concepts, then touch upon the key insights and
design philosophy behind AuToMAN. We conclude this sec-
tion with a step-by-step workflow.

2.1 Temporal Logic of Actions

Background: TLA-style State Machine Specification.
Distributed systems can naturally be modeled as state ma-
chines, where system behavior is expressed as a sequence
of state transitions triggered by events such as messages,
timeouts, or internal logic. TLA [44] formalizes this model



by defining state variables and actions, where each action is
expressed as a predicate relating the transition from the old
state to the new state. Figure 1(a) illustrates a simple action,
whose state is a request queue. This action is triggered upon
receiving a request and specifies the transition by describing
the relation between queue and queue’, the states of the
queue before and after the action. The specification enforces
exactly-once semantics for queuing requests, i.e., the request
req is enqueued if and only if it has not been received be-
fore. Critically, this is not expressed as imperative code, but
as a relational constraint between states, making TLA an
expressive and flexible modeling discipline.

Beyond its expressive power, TLA specs are also amenable
to verification. They support reasoning about both safety
and liveness properties using temporal logic, and are backed
by mature toolchains for performing model checking [43]
and deductive reasoning [53, 82].

Why do we choose TLA-style state machine specifi-
cation for AUTOMAN? AUTOMAN targets protocol speci-
fications written in TLA style because it is widely adopted
in practice. We surveyed distributed systems works in the
past 15 years of OSDI and SOSP, finding that out of 10 sys-
tems providing formal specifications, 9 used TLA [18, 41, 55—
57,70, 71, 92, 107], with only one exception [96]. TLA is also
popular for verifying production systems, including wide
usage in S3, DynamoDB, and Cosmos DB [33, 42, 73].
Given its widespread adoption, AUTOMAN targets TLA
specifications to maximize compatibility and applicability.
TLA serves as the underlying formalism and can be expressed
in different languages, including the native TLA+ [45], and
TLA embeddings in other languages, such as Dafny (as used
in IronFleet [37]). AuTOMAN primarily supports Dafny TLA
but also provides a translation tool to convert native TLA+
into Dafny TLA, enabling integration into the AuToMAN
workflow (§2.4). TLA+ and Dafny TLA have almost identical
underlying formalisms, and they primarily differ in syntax.

2.2 State Machine Refinement Approach for Ver-
ified Distributed Systems

Background: Refinement-based Verification. Refinement-
based verification is a methodology for incrementally trans-
forming an abstract description of system behavior into more

detailed specifications and, eventually, a concrete imple-
mentation. Applying refinement to state machines provides

a structured way to reason about distributed systems. As

shown in Figure 2, one says that a low-level state machine

L refines a high-level state machine H if each state in L has

a corresponding state in H, and each of L’s behaviors, a se-
quence of state transitions, corresponds to an equivalent

behavior of H.

IronFleet [37] demonstrates a concrete application. In Iron-
Fleet, the system is modeled as a TLA state machine spec-
ification S;, which defines node-level behaviors and com-
bines them into a distributed system specification. From the
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* g a a a /
predicate ReceiveReq(queue, req, queue’)
if ¥ r :: r € queue = r.id != req.id then
queue’ == queue + [req]
else
queue ’

== queue

Refine (a) Specification of an action

function method ReceiveReqImpll(queue, req) : queue’
ReceiveReq(queue, req, queue’) /* refines
if ¥ r :: r € queue = r.id != req.id then
queue + [req]
else
queue

spec */

. (b) Implementation via traversal
Refine

function method ReceiveReqImpl2(queue, req, ids) : (queue’, ids’)
¥V id :: id € ids <= 3 r :: r € queue A r.i id
ReceiveReq(queue, req, queue’) /+ refines
queue’ == ReceiveReqImpll (queue, req) /*
var existence = ids.contains(req.id);
if 'existence then
(queue + [req],
else
(queue,

ids + {req.id})
ids)

(c) Efficient implementation via set lookup

Figure 1. An example of an action specification and its
multi-layered refinement.

distributed specification S;, there is an upward step that
proves it refines an abstract, centralized (single-node) state
machine Sy, which captures the system’s correctness guar-
antees (e.g., linearizability). It can then go through a down-
ward step, which refines S; to a concrete system implementa-
tion Iy. This establishes a three-layered refinement structure:

Refines _ Refines
So e— S; «— Iy, where the first step guarantees the
correctness of system design, and the second step guarantees
the correctness of implementation.

Multi-layered Refinement. Beyond IronFleet’s three-layer
structure, refinement can happen in more steps. Starting with
an abstract state machine Sy, one can derive a sequence of
increasingly concrete specifications. From the most refined
specification S, an initial implementation I, is developed,
which may then undergo performance-enhancing optimiza-
tions, yielding a final implementation I,,.

Figures 1 (b) and (c) illustrate an example of refining a
specification for queuing requests (Figure 1(a)) to multiple im-
plementations. Figure 1(b) shows an initial implementation,
which is inefficient, as it requires a sequence traversal (aris-
ing from the use of universal quantification), so in Figure 1(c)
it is refined by another implementation that introduces a
set whose elements mirror the ids of the queue’s contents,
enabling efficient hash-based membership checking.

The correctness of the optimized implementation can be
guaranteed by proving that it refines either the original spec-
ification (line 15) or the previous implementation (line 16).
However, refinement between implementations is not always
feasible—for example, when two implementations have sig-
nificantly different internal logic (even if they produce the
same output), or when the implementation is written in a
form that is opaque to the verifier (e.g., using method in
Dafny). In these cases, the optimized implementation can
still be verified to refine specification S,,.



H, H, H, H; H,
Reﬂnesf L. .'ﬂ'\. __.---"'::'-"“*\ f
s+ Transition ¢ T . S .

Ly L, L, L; L, Ls L

Figure 2. Low-level state machine L refines the high-level
state machine H. Each transition in L (e.g., Ly — L;) may
correspond to zero, one, or several transitions in H.

Why do we choose Dafny as AUTOMAN’s target lan-
guage and verification platform? Dafny has proven effec-
tive for facilitating refinement verification [37]. Its deductive
reasoning capabilities allow us to verify refinement of both
generated and optimized implementations, enabling automa-
tion and end-to-end correctness. In cases where automated
verification fails, Dafny has language features for writing
proofs explicitly. Additionally, Dafny’s support for both func-
tional and imperative programming styles makes it suitable
for our purposes. We use functional code for TLA specifi-
cations and auto-generated initial implementations, while
imperative code can be used in manual optimizations to
enhance performance.

2.3 Design Philosophy behind AuTroMan

AuTOMAN is guided by two key insights that inform its
hybrid approach, building directly on the foundations estab-
lished in §2.1 and §2.2.

Insight 1: State machine refinement facilitates imple-
mentation automation without sacrificing correctness.
A distributed system specified as a TLA state machine is
composed of actions. In the refinement step from TLA spec-
ification to implementation, each action predicate is con-
nected to the corresponding implementation function or
method. Therefore, system-level correctness is established
by proving that each action’s implementation refines its spec-
ification. This structure naturally decomposes implementa-
tion and verification into independent units, enabling tools
to automatically generate both code and refinement proof
obligations for each action. The obligations are often sim-
ple enough to be discharged automatically by SMT solvers
when the implementation faithfully follows the specification,
allowing automation without sacrificing correctness.

Insight 2: The performance of distributed systems is
often dominated by some key components. A classic
example is state machine replication (SMR) systems, which
can be decomposed into two parts: a control plane and a data
replication plane. The control plane often handles complex
but rare cases, such as leader election and recovery, which
are crucial for data safety but not performance-critical. Con-
versely, the data replication plane, which handles request
processing, log replication, and execution, dominates system
performance as it runs continuously during normal day-to-
day operation. Optimizations to the data replication plane
will thus directly improve relevant performance metrics such
as throughput and latency. Table 1 lists a few SMR systems
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Systems Control plane Data replication plane
IronFleet [37] Multi-Paxos spec 970 220
NuRaft [22] 3600 1100
eted [23] 1700 180

Table 1. LoC estimates of SMRs. The control plane (complex,
performance-insensitive) accounts for 76%-90% of the codebase.

and their lines of code for the two planes. The results show
that the replication plane, which is performance-sensitive,
constitutes a small portion of the code base, suggesting that
overall system performance can often be improved by tar-
geting these few critical components.

Design Philosophy. Insight 2 motivates a natural division
of development effort: automating implementation and veri-
fication of performance-insensitive components to reduce
developer burden, while allowing developers to concentrate
their effort on the parts that are valuable to be optimized.
This results in the design philosophy of AuToMAN: first,
use a mechanical tool to produce a correct-by-construction
implementation, and then selectively optimize critical com-
ponents as needed.

Insight 1 highlights that the structure of state-machine re-
finement makes this design philosophy practical. AuToMAN
features an automatic tool to translate specification into
implementation code at the action-level, along with corre-
sponding refinement proof obligations. These obligations
are usually verified automatically using an SMT solver, al-
lowing developers to obtain a basic yet verified implemen-
tation with minimal effort. Developers can then selectively
hand-optimize key actions without impacting the rest of the
system. Although manual optimizations are error-prone, Au-
TOMAN supports writing refinement proofs for manual code
and integrating them into the generated refinement struc-
ture, enabling unified verification of hybrid systems that mix
auto-generated and manually optimized code. As a result,
AuToMAN achieves reduced human effort, high performance,
and end-to-end provable correctness.

Importantly, while the observation in Insight 2 motivates
our design philosophy, it is not a prerequisite for applying
AuToMAN. Even in systems without a clear distinction of
performance-critical components, developers can still use
AuTOMAN to minimize the cost of obtaining a correct imple-
mentation, and then choose whether and where to optimize
based on their needs.

2.4 AvutoMaN’s Workflow

Figure 3 illustrates the AuToMAN workflow, which presents a
Refines  Refines = Refines
1

four-layered refinement, S, «— — Iy «— 1.
The workflow takes a concrete TLA specification S; as in-
put, which is proved to refine a single-node state machine
abstraction Sy. Then the workflow proceeds in three steps:
(i) a translator automatically translates each action predi-
cate in S; into a refining implementation with refinement

proof obligations (§3), (ii) developers optionally optimize
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Figure 3. Overview of AUTOMAN’s workflow.
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performance-critical parts, guided by profiling or domain ex-
pertise, and write proofs for the optimized code (§4), and (iii)
the produced implementation (optimized or auto-generated)
is integrated with the network framework to form a runnable
system.

3 AutoMAaN'’s Translator

AuTOMAN translator aims to translate the Dafny TLA specifi-
cation to a functional implementation. However, translating
abstract, declarative specifications requires overcoming sev-
eral challenges like (i) implicit input/output distinction, (ii)
flexible relational constraints, and (iii) inherent nondetermin-
ism. These challenges arise primarily from the generality of
the modeling language (Dafny) and discipline (TLA) targeted
by AuToMaN. We intend to address them at the tooling level,
rather than requiring developers to use another customized
spec language. The benefit of doing so is compatibility with
existing practice, allowing it to meet distributed systems
developers where they already are.

In this section, we describe the design and key phases
of the AUTOMAN translator. We begin with an overview,
then present our solution for inferring argument modes to
address challenge (i) (§3.1). We then describe static analysis
techniques used to resolve challenges (ii) and (iii) (§3.2.1).
We follow with a description of the code-generation process
(§3.2.2), and finally present the generation of refinement
scaffolding (§3.3), which enables verification of the generated
implementation.

3.1 Overview of the AutoMAN Translator Tool

We now overview AUTOMAN's translator, detailing its inputs
and modular design.

Inputs. AuToMAN takes Dafny TLA specifications as input.
Figure 4 shows an example derived from IronRSL [37], a
verified Multi-Paxos protocol. Such specifications consist
of initial-state predicates (e.g., AcceptorInit) and action
predicates (e.g., AcceptorTruncateLog), where each action
specifies how the next state is computed from the current
state. We refer to these as “functionalizable predicates”, mean-
ing that executable code can be generated from them. In ad-
dition, there are “evaluatable predicates” used solely for spec-
ification purposes (e.g., in contracts, invariants, or guards),
such as IsTruncationPointValid, where all arguments
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are inputs. To distinguish between these two kinds of predi-
cates, each predicate argument requires a mode indicating
whether it is an input (read-only, provided by the caller) or
an output (produced by the predicate). This mode informa-
tion guides the translator to identify the functionalizable
predicates to be translated.

However, TLA does not explicitly distinguish input and
output arguments. To resolve this ambiguity, AUTOMAN re-
quires users to provide mode annotations for predicates.
Thus, the input to the translator consists of: (i) a Dafny TLA
spec, and (ii) user-supplied annotations for predicates. These
annotations declare modes using ‘+’ for input and ‘-’ for
output, following logic programming conventions [5, 19, 21].
The semantic of this annotation is that, given concrete val-
ues for input-mode arguments, the values of output-mode
arguments can be computed. By adding such an annotation,
user instructs the translator to check that the predicate is
functionalizable and, if so, generate an implementation.

Modularity. AUTOMAN’s translator is designed with a mod-
ular architecture, comprising five sequential modules: Parser
— Annotator — Mode Validator — Checker — Code Gen-
erator. This design aligns with conventional translator de-
signs 2, 24]—including parsing, semantic analysis, and code
generation—yet incorporates specialized modules tailored
for handling TLA specifications and refinement verification.

Specifically, the Parser converts a raw Dafny specification
into an abstract syntax tree (AST). Subsequently, the Annota-
tor processes user annotations, attaching input-output mode
declarations as metadata to predicate nodes in the AST to
form the intermediate representation (IR). Next, the Mode
Validator module performs sanity checks, ensuring consis-
tency between user annotations and the specification and
enforcing syntactic restrictions. The Checker then conducts
extensive semantic analysis to verify that each action predi-
cate, as a relation, is functional. Finally, the Code Generator
transforms the validated IR into functional-style implementa-
tion code accompanied by refinement verification constructs,
enabling verification of the generated output.

While the translation pipeline may appear complex, each
intermediate check plays a critical role in increasing con-
fidence in translation soundness. In contrast, a more light-
weight translator that omits these checks could potentially
result in unpredictable or invalid implementations, wast-
ing developer time. The modular structure also supports
extensibility, so new checking rules or analyses can be incor-
porated incrementally. Moreover, the intermediate modules
(i.e., Annotator, Mode Validator, and Checker) follow a gen-
eral design for TLA specifications, leaving our tool open to
extensions supporting other source languages.

3.2 Analysis and Code Generation

Following the parsing and annotation phases, which produce
a mode-description augmented IR, AUTOMAN’s translator



/* RSL/Acceptor.i.dfy x/
> module RSL_Acceptor_i {
predicate AcceptorInit(a:Acceptor, c:Constants) {

&& a.constants == c
&& a.max_bal == Ballot(0,0)
&% a.votes == map []
7 &% a.truncation_point == 0
&& |a.last_checkpointed| == |c.config.replicas]
) && ( idx :: 0 <= idx < |c.config.replicas|
==> a.last_checkpointed[idx] == 0)

}

predicate AcceptorTruncateLog(s:Acceptor,
s’:Acceptor, opn:int) {
if opn <= s.truncation_point then

s’ == g
else
7 && RemoveVotesBefore(s.votes, s’.votes, opn)
&& s’ == s.(truncation_point := opn,

) votes := s’.votes)

}

22 predicate IsTruncationPointValid(

23 truncation_point:int,

2 last_checkpointed:seq<int>,

config:Configuration)
{ /% ... %/}

© ¥

2s  /* RSL.automan */

20 module RSL_Acceptor_i {
AcceptorInit (-,+);
AcceptorTruncatelog (+,-,+);
RemoveVotesBefore (+,-,+);
IsTruncationPointValid (+,+,+); /* optional */

Figure 4. AuToMAN’s input: specification and annotation

performs rigorous mode checking analysis to ensure the spec-
ification is well-formed for translation, ultimately delivering
a validated IR for the code-generation phase.

3.2.1 Mode Checking

TLA specifications are expressive and declarative, allowing
flexible relational constraints (e.g., unconstrained ordering,
partial or multiple constraints on outputs) and nondeter-
minism (e.g., due to disjunctions and existential quantifiers).
While beneficial for abstract modeling, such constructs intro-
duce ambiguity when translating to concrete, deterministic
implementations.

To address this, mode checking enforces syntactic and se-

mantic restrictions, guaranteeing that code is generated only
when the specification precisely describes implementable
functions. When AuTOMAN encounters an predicate that
fails mode checking, it emits diagnostic information for the
user and generates a stub (a function signature with no body).
This gives users the flexibility of either: modifying the speci-
fication and rerunning AUTOMAN’s translator; or providing
a manual implementation. Conceptually, mode checking can
be decomposed into the following phases.
Phase 1: Sanity Checking. The first phase, performed by
the Mode Validator module, ensures the specification con-
forms to syntactic restrictions and that user annotations align
correctly with the specification. Specifically, it performs the
following checks:

function method CAcceptorInit(c:CConstants): CAcceptor
/* generated refinement obligation */

{
4 var a_constants := c;
var a_max_bal := CBallot (0, 0);
var a_votes := mapl[];
var a_truncation_point
var a_last_checkpointed
seq(lc.config.replicas|, (idx) => 0);
/* assemble variables into a new state and return */
CAcceptor (a_constants, a_max_bal, a_votes,
a_last_checkpointed, a_truncation_point)
! }

function method CAcceptorTruncateLog(s:CAcceptor ,opn:int)
: CAcceptor
! /* generated refinement obligation */

1
15 {
T if opn <= s.log_truncation_point then
17 var s’ := s;
1 s’
1 else
var s’_votes := CRemoveVotesBefore(s.votes, opn);
var s’ := s.(truncation_point := opn,
votes := s’_votes);
s’
¥

Figure 5. Example output of AuToOMAN

Checks that each annotated predicate correctly matches
its definition in both name and arity.

Disallows disjunctions and existential quantifiers in con-
straints involving output-mode variables. Such constructs
introduce nondeterminism, and thus are permitted only
within guards or contracts.

Prohibits unsupported Dafny constructs (e.g., classes, ab-
stract modules, and complex generics).

Phase 2: Functionalizability Checking. This phase, per-
formed by the Checker module, enforces semantic restric-
tions that every functionalizable predicate defines all output-
mode variables completely and unambiguously.
Specifically, it addresses the following semantic pitfalls:

e Assignment completeness and uniqueness: Each output-
mode variable (including subfields) must have exactly one
candidate assignment, avoiding both under- and over-
constrained specifications. The only exception is benign
reflexive equalities used in record updates (e.g., s’ . votes
== s’.votes in Figure 4, line 19), while this field has al-
ready been assigned elsewhere (e.g., line 17 by invoking
another action).

e Dependency ordering: If one output variable depends
on another (e.g., s’ depends on s’ .votes in lines 18-19
of Figure 4), the Checker enforces a dependency ordering
to guarantee correct computation sequences.

Additionally, AuTOMAN supports universal quantifier-
based updates on collection types, such as sequences and
maps. For instance, Figure 4 (lines 8-10) contains two con-
straints on sequence a.last_checkpointed: the first con-
strains the domain of the sequence (i.e., its length); the second
constrains the mapping of indices in the sequence’s domain
to its elements. To facilitate translation, universal quantifi-
cation must adhere to a constrained pattern: Vi :: P(i) =



function method CAcceptorTruncatelLog(s:CAcceptor ,opn:int)
: (s?:CAcceptor)

requires CAcceptorIsValid(s)
ensures CAcceptorIsValid(s’)

/* refines the original

AcceptorTruncateLog(
AbstractAcceptor(s),
AbstractAcceptor(s’),
AbstractOperationNumber (opn))

spec */
ensures

Figure 6. Example of generated refinement obligations

expr, where P(i) delineates the domain and expr specifies
the mapping of the collection’s domain to its elements. The
Checker validates that universal quantifications conform to
this translatable pattern.

3.2.2 Functional Implementation Code Generation

Upon successful completion of all analysis phases, AuToMaN
generates functional implementation code for each function-
alizable predicate. The significance of a predicate labeled
as functionalizable is that one can turn it into a function
based on the mode description. For example, given a pred-
icate T C N X Z X R with the mode declaration T(+, +, —),
the resulting implementation is an executable function of
signature: funt : NXZ — R. Then for conjuncts in the pred-
icate body, AUTOMAN maps candidate assignments to local
variable declarations and assembles output-mode variables
as return values.

Concretely, Figure 5 demonstrates this process by trans-
lating the actions in Figure 4. AuTOMAN first partitions pred-
icate arguments into input arguments and output return
values. Subsequently, it translates candidate assignments in
predicate conjuncts into local variable declarations: equali-
ties (Figure 4, lines 4-7) become variable assignments (Fig-
ure 5, lines 4-7); predicate invocations (Figure 4, line 17)
convert to function calls assigned to local variables (Figure 5,
line 20); universal quantifiers (Figure 4, line 9) are rendered
as collection comprehensions (Figure 5, line 8). Finally, the
outputs are assembled from these variables and returned
(Figure 5, lines 10 and 21).

3.3 Refinement Verification Scaffolding Genera-
tion

Beyond generating executable code, the Code Generator
module is specifically designed to support refinement verifi-
cation. Unlike existing tools such as PGo [32], it produces not
only implementation code but also refinement scaffolding
that facilitates verification. This scaffolding reduces boiler-
plate in refinement proofs and enables formal verification
that the generated code correctly refines the original speci-
fication, ensuring translation correctness. Moreover, based
on this scaffolding, developers can incorporate refinement
proofs for manually optimized components into the same
framework (§4.3). This capability bridges auto-generated and
manually written code, enabling end-to-end correctness for
hybrid implementations.
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Establishing Correspondence for Types. To support re-
finement, types in the implementation must be mapped
to their counterparts in the specification, a process typi-
cally called abstraction. AUTOMAN automatically generates
Abstract functions for implementation types. Since (in gen-
eral) not all implementation values necessarily correspond
to valid abstract values, AUTOMAN also generates a Valid
predicate for each type, used as preconditions of Abstract
functions to ensure soundness in refinement.

For built-in types (e.g., seq, set, map), AUTOMAN provides
predefined Abstract functions in a common library. These
ensure that operations such as sequence slicing, concatena-
tion, and map updates preserve the intended abstraction. For
user-defined types, AUTOMAN automatically synthesizes cor-
responding Abstract functions by recursively abstracting
each field, ultimately reducing to built-in types, at which
point the predefined Abstract functions are applied.

Generating Refinement Proof Obligations. For every
action in Iy, it must be proven that its input and output states
are permitted by the specification. To support this, AuTOMAN
augments the contract of each generated function with the
following proof obligations:

e requires clauses assert that all inputs are valid refine-
ments of their corresponding specification types.

o If the function has outputs, it includes ensures clauses
that guarantee all outputs are valid refinements of their
corresponding specification types.

o If the function is generated from a functionalizable predi-
cate f_spec, it includes an ensures clause asserting that
the abstractions of its inputs and outputs satisfy f_spec.

Example. Figure 6 shows the generated function signa-

ture of the AcceptorTruncateLog action in Figure 4. The
function includes requires clauses to ensure that inputs
satisfy their respective validity predicates. It also contains
an ensures clause that asserts both the validity of the re-
sulting state and that the implementation soundly refines
AcceptorTruncatelog.
Verifying Generated Implementation. Ultimately, it is
Dafny that verifies that the generated I, satisfies the refine-
ment obligations. Since code generation closely follows the
specification’s state transition constraints, most obligations
are verified automatically. In more complex cases, minimal
manual annotations—such as assertions—may be required to
assist Dafny’s automated reasoning. As demonstrated in §5,
verifying refinement for Multi-Paxos required only 63 lines
of additional annotations.

4 Verified Manual Optimization

Automatically generated functional implementations may
not meet performance requirements. To address this, Au-
TOMAN supports targeted manual optimizations on gener-
ated code. In this section, we will first describe the focus of
optimization, then present common bottlenecks and their



optimizations, and finally explain how these optimizations
are verified and integrated into the overall system.

4.1 Optimization Focus and Bottleneck Identifi-
cation

AUTOMAN primarily targets implementation-level optimiza-
tions, which improve the efficiency of the generated imple-
mentation without changing its high-level semantics. Such
optimizations typically focus on performance bottlenecks
that are small in scope but yield significant performance
gains.

Rather than prescribing a fixed strategy for identifying
these bottlenecks, AuUTOMAN gives developers the flexibil-
ity to decide what to optimize based on their system con-
text. Common approaches include runtime profiling, domain-
specific insights, and targeted code inspection. In our case
studies, we primarily used tools such as dotnet-trace and
PerfView to visualize function-level CPU usage and iden-
tify bottlenecks efficiently. Although not fully automated,
this process is lightweight and effective in practice, helping
developers focus their optimization efforts where they are
most impactful.

Besides implementation-level optimizations, in practice,
developers may also wish to improve the protocol itself—for
example, by adjusting quorum sizes, modifying message
flows, or applying more sophisticated design-level changes.
Such optimizations fall outside the scope of AUTOMAN, as
they are difficult to verify via refinement unless explicitly
modeled in the specification. A practical approach to incorpo-
rate the design-level optimization is that developers design
advanced protocols in specification, and then use AUTOMAN
to produce efficient, verified implementations.

4.2 Optimizing Representative Performance Bot-
tlenecks

We now present several representative examples of bottle-
necks that arise in the generated distributed system imple-
mentations. Although these issues may seem minor, address-
ing them can lead to substantial performance improvements.
As demonstrated in our case study in §5.1.2, such bottlenecks
can account for over 70% of total CPU usage.

Redundant Traversals from Abstract Operations. Spec-
ifications often use high-level declarative constructs, such
as quantifiers, to express protocols, which facilitate formal
reasoning but do not prescribe how to compute the result
efficiently. In translation, such constructs are preserved or
transformed into equivalent computable expressions. For
example, existential quantifiers in guards are preserved, and
universal quantifiers used for collection updates are mapped
to collection comprehensions, both of which essentially in-
volve traversals. While correct, these rigid translations result
in expensive traversals that degrade runtime performance.

Optimization: Many traversals are usually unnecessary in
concrete implementations. By understanding the underlying
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intent of the specification, developers can introduce auxiliary
data structures (e.g., hash sets or indexed maps) or metadata
(e.g., min/max in a collection) to replace costly traversals.
These optimizations preserve semantics while improving
complexity from linear to constant or logarithmic.
Underutilization of Data Properties. Generated code of-
ten lacks awareness of implicit semantic properties in specifi-
cations (e.g., monotonicity, sortedness). As a result, generated
implementations frequently resort to suboptimal, generic
algorithms. For instance, when dealing with sorted arrays,
models may default to linear search instead of leveraging
the sortedness property for binary search.

Optimization: By applying domain-specific insights, devel-
opers can recognize and exploit the data properties that are
missed in generated code, enabling the use of more efficient
algorithms, such as binary search on a sorted sequence.
Verification-Friendly Types Hindering Runtime Effi-
ciency. Auto-generated code defaults to immutable types
and unbounded integers to simplify verification, but this
comes at the cost of performance. Frequent modifications
to immutable structures can result in repeated copying and
reconstruction, leading to significant overhead.
Optimization: Replacing immutable types with mutable ones
can greatly enhance performance, especially in scenarios
involving frequent updates to large data structures.

4.3 Optimized Implementation Verification

To preserve correctness after integrating manual code into
generated code, each optimized function must be verified,
followed by verifying the combined implementation that
contains both manual and auto-generated code.

Verifying Optimized Functions Individually. Optimized
code is typically written as imperative methods, using con-
structs like loops and mutable types. To verify the correct-
ness of an optimized method, one can prove either that it
refines the original spec or that it behaves equivalently to
the generated function (i.e., produces the same outputs for
the same inputs). Since the generated code is functional (i.e.,
function method in Dafny) and therefore transparent to
verification, it enables refinement between two layers of im-
plementations. In Dafny, each obligation can be expressed
with an ensures clause. The following example shows both
forms for illustration, but in practice, only one is required:

method CAcceptorTruncateLog_I1(s:CAcceptor,opn:int)

(s’:CAcceptor)

requires CAcceptorIsValid(s)

ensures CAcceptorIsValid(s’)

/* refines the original spec */

AcceptorTruncateLog(
AbstractAcceptor(s),
AbstractAcceptor(s’),
AbstractOperationNumber (opn))

/* refines the auto-generated impl */

CAcceptorTruncateLog (s, opn)

ensures

ensures s’ ==



The verification of optimized code also relies on the refine-
ment scaffolding generated by translator. For instance, op-
timized functions use generated Abstract functions to get
corresponding abstract states. When an optimized function
M; invokes a generated function Ay, its refinement depends
on the correctness of A,. Fortunately, AUTOMAN generates
refinement obligations for all auto-generated functions, and
these obligations are verified by Dafny to be satisfied. There-
fore, the correctness of A; can be assumed when verifying
optimized code, ensuring transitive refinement.

Mutable types in optimization introduce intermediate
states, which complicate reasoning about refinement obli-
gations. To address this, we use ghost variables, which are
immutable shadow variables that mirror the evolution of mu-
table state. Then the verification is separated into two steps:
(1) prove that the ghost variable satisfies desired properties,
and (2) ensure that the mutable state remains consistent
with its ghost counterpart after each update. This decou-
ples correctness reasoning from imperative effects, making
verification more tractable.

Verifying the Combined Implementation. System-level
correctness is established by composing individually verified
actions. Since each system transition is implemented by a
single action, verifying each action independently enables
modular reasoning. As a result, manually optimized actions
can seamlessly replace their auto-generated counterparts, as
long as refinement is proven, without compromising overall
system correctness. This refinement framework supports
verifying the hybrid implementation, ensuring end-to-end
system correctness.

5 Case Studies

To demonstrate the applicability of AuToMAN, we applied
it to a diverse set of distributed systems, spanning differ-
ent levels of complexity and application domains. Our case
studies include the consensus protocol Multi-Paxos (§5.1),
the Byzantine-tolerant protocol PBFT (§5.2), a distributed
key-value store (§5.3), and the causally consistent system

(§5.4).

5.1 Multi-Paxos

Multi-Paxos is a widely adopted consensus protocol with
significant complexity, and thus is a popular target for veri-
fication [37, 78, 80, 102, 103].

5.1.1 Automatic Translation

We applied AuTOMAN to the IronFleet Multi-Paxos specifi-
cation (IronRSL) to construct AutoManRSL-Iy. A total of 33
functions and 55 actions were translated, producing 2,119
lines of code including both implementation and refinement
scaffolding. Two actions could not be translated as they used
existential quantification in a manner unsupported by Au-
TOMAN, and so required manual implementations.
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Systems Actions Iy (%) ©L (%)
ProcessRequest 28.1 4.6

Execute 26.8 10.5

AutoManRSL TruncateLog 9.2 0.2
Nominate2a 11.1 2.5

Process2a 3.5 0.1

ProcessRequest 16.8 5.1

Execute 22.6 10.7

AutoManPBFT

utovian TruncateLog 9.4 0.6
ProcessPrePrepare  12.4 1.8

Table 2. CPU usage of bottleneck actions before and
after optimization.

The generated code was verified using Dafny. One action
failed due to a map update, requiring manual annotations to
prove that the map update refined the corresponding update
on the abstract type. Additionally, six actions required simple
injectivity assertions over sets when calling the Abstract
function. In total, 63 lines of proof annotation were added.

5.1.2 Manual Optimization

Profiling results (Table 2) for AutoManRSL-], reveal several
CPU-intensive actions in the data replication plane. We cate-
gorize the bottlenecks and corresponding optimizations as
follows, reflecting the strategies outlined in §4.2.

Eliminating Inefficient Traversals. Several actions in-
curred significant overhead due to traversals arising from
direct mappings of abstract quantifiers.

ProcessRequest accounts for 28% of total CPU time,
primarily due to its subaction ReflectReceivedRequest,
which enforces exactly-once semantics by enqueuing a re-
quest only if it has not been received before. As shown in
Figure 7, this action uses an existential quantifier to check
whether a request has been received, resulting in a traversal
of the request queue during execution. We optimized it by
maintaining an additional mutable set that records all IDs
of received requests. In this way, the existence check was
replaced with a constant-time hash-based lookup, instead of
a linear traversal.

Nominate2a consumes 11% of CPU time. Before propos-
ing a value at a given operation number (opn), the Proposer
must check if this opn has been proposed in earlier views,
by checking if any received 1b message contains a proposal
with the same opn. This step is crucial for ensuring con-
sistency across failures, but it introduces a traversal over
all received 1b messages. To eliminate this traversal, we in-
troduced metadata, maxOpnWithProposal, recording the
highest previously proposed opn in 1b messages. This meta-
data is calculated once when a replica becomes the Proposer.
Subsequently, each time the Proposer attempts to propose
at opn, the traversal can be eliminated when opn is greater
than maxOpnWithProposal.



function method ReflectReceivedRequest_IO(s:Replica,
req:Request) : Replica
/* pre- and post-conditions */

{
if 1 ( r :: r in s.req_received
&& RequestsMatch(r, req)) then
s.(req_received := s.req_received + [reql)
}

/* s.checkpoints is a sequence that indicates the last

executed operation on all replicas */

function method TruncateLog_IO(s:Replica)
/ * pre- and post-conditions */

: Replica

{
if ( opn ::
&% opn in s.checkpoints
&& opn > s.log_truncation_point
/*check if opn is the N-th highest valuex/
/* n is the quorum size */
&% IsNthHighestValue (opn, s.checkpoints, n)
then
/* perform truncate x/
else
}

Figure 7. Inefficient actions in AutoManRSL-I,.

Process2a consumes 3.5% of CPU time, and we adopted
the same strategy as optimizing Nominate2a, introducing
auxiliary metadata to eliminate unnecessary traversals.
Leveraging Data Structure Properties. Automatically gen-
erated code does not utilize implicit data properties that
facilitate efficient algorithms.

For example, TruncateLog consumes 9% of CPU time.
To prevent unbounded log growth, each replica periodically
truncates its log. As illustrated in Figure 7, each replica main-
tains a sequence named checkpoints that records the last
executed operation number for each replica. When truncat-
ing, a replica attempts to find the latest operation that has
been executed by a quorum to be the truncate point, which
triggers a nested traversal of the checkpoint sequence. Recog-
nizing that calculating the truncate point is actually finding
the N-th largest element, we optimized it by converting the
sequence into a mutable sorted array (descending). Then the
desired value can be directly accessed at index N — 1.

Utilizing Efficient Data Types. Performance penalties
could arise from using immutable data types.

ExecuteRequest consumes 26.8% of CPU time updating
an immutable reply cache. Once a request reaches consensus,
it is executed and a reply is sent to the client. To handle
potential reply loss in unreliable networks, replies are cached
for resend in case of client timeouts. However, AutoManRSL-
I, uses an immutable map for the reply cache, resulting in
slow cache updates. This action was optimized by replacing
the immutable map with a mutable one, which significantly
speeds up queries and updates on the reply cache.
Summary. After optimization, the CPU usage of these ac-
tions was reduced from 79% to 18% (Table 2), which demon-
strates the effectiveness of targeted optimizations.
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5.2 PBFT

Byzantine fault-tolerant protocols, such as PBFT [9], are vital
for blockchains. Due to the need to handle malicious nodes,
PBFT is more complex than Multi-Paxos. Using AUTOMAN,
we implemented and verified a PBFT variant proposed by
Lamport [47]. Notably, our PBFT core protocol does not
model message encryption; instead, message authentication
and integrity are handled in C# code using HMAC (Hash-
based Message Authentication Code) [6].

5.2.1 Automatic Translation

We began by writing the PBFT specification (S;) in Dafny
and proving that it refines the centralized state machine ab-
straction (Sy). The specification was then fed into AuTOMAN,
which generated the implementation AutoManPBFT-I,. This
process translated 43 functions and 60 actions, resulting in
2,430 lines of generated code.

During translation, four actions that use existential quan-
tifiers to describe state transitions could not be translated,
incurring 248 lines of manual code to implement them. Dur-
ing verification, 8 functions and 2 actions failed as the gen-
erated refinement obligations on collection types could not
be proved; this required manual annotations that collection
operations (e.g., sequence concatenation, slicing, and map
modifications) and properties (e.g., sequence uniqueness) are
preserved during abstraction. In total, 440 lines of manual
code were required for AutoManPBFT-I,.

5.2.2 Manual Optimization

Table 2 shows four CPU-intensive actions that we optimized.
Three of them were also identified in Multi-Paxos, and we
applied the same optimizations as discussed in §5.1.2. The
fourth action happens when replicas process the PrePrepare
message from the primary. Each replica checks whether the
request in the message matches the request received from
the client to prevent malicious modifications by the primary.
This check involves traversing the request queue and is time-
consuming.

To optimize it, we introduced an auxiliary map to enable
request lookups by their IDs, reducing the complexity to
constant time. Finally, after optimization, the CPU usage of
the four actions was reduced from 61.2% to 18.2%.

5.3 Sharded Key-Value Store

The third case study is a sharded key-value store, also eval-
uated in IronFleet as IronKV. Using the same specification
as input, AuToMAN generated AutoManKV-I, by translat-
ing 30 functions and 13 actions into 1,487 lines of code. As
in the previous case studies, two actions required manual
annotations for collection type refinement.

Although profiling AutoManKV-]I; did not reveal major
performance bottlenecks, we still optimized the delegation
map, which maintains the mapping from keys to their host-
ing nodes. Specifically, we replaced the map with a sequence



Systems Iy (Auto) Iy (Manual) I Total Manual
AutoManRSL 2119 ~200 (4 hours) ~2200 (1 week) ~2400
IronRSL - - - ~8100
AutoManKV 1487 ~80 (2 hours)  ~1100 (3 days) ~1180
IronKV - - - ~2700
AutoManPBFT 2430 ~440 (6 hours) ~2400 (1 week) ~2840
AutoManCausalMesh 1120 ~110 (4 hours) ~ ~700 (2 days) ~810

Table 3. Code size (LoC) and time effort in system im-
plementations. For AUTOMAN, the reported time reflects
the effort of a single developer. The LoC count includes only
core system logic implementations derived from specs and their
proofs; it excludes framework code such as the main loop and
message parsing/marshalling.

of key ranges assigned to each host, enabling more efficient
key location queries through range-based lookup.

5.4 CausalMesh

CausalMesh [106] is a system that ensures clients always
observe a causally consistent view, even when clients roam
among multiple servers. We translated its TLA+ specifica-
tion into a Dafny specification and proved that it guarantees
causal consistency. Using AUTOMAN, we derived CausalMesh-
I, by translating 26 functions and 4 actions into 1,120 lines of
code. Since CausalMesh involves extensive merge operations
over sets and maps when merging data versions, and prior
studies have noted that operations on such collection types
often pose challenges for automatic verification, this resulted
in 110 lines of manual annotations to assist the verifier.

In the generated implementation, we identified two op-
erations that impair performance. The most significant one
occurs when processing a write request: the server must
merge the vector clocks of all versions previously read or
written by the client into its own clock to ensure that the
new write is assigned a causally larger version. This merg-
ing introduces a costly traversal over the dependency set.
To optimize this, we introduced an auxiliary variable, max_-
vc, which captures the maximum vector clock among the
client’s prior operations. The server can then merge only
max_vc into its own clock, eliminating the full traversal. In
addition, we optimized the read path by avoiding unneces-
sary merges. Originally, when serving a read request, the
server would first merge all versions in the read’s depen-
dency set into the cache to ensure causal visibility. However,
this step is unnecessary if the cache already stores newer
versions. By checking version freshness before merging, we
avoid redundant work and further improve performance.

6 Evaluation

To validate our methodology, we developed the AuToMaN
translator in OCaml [17]. We applied AuToMAN to the Multi-
Paxos protocol, the PBFT protocol, the sharded key-value
store, and CausalMesh. In our evaluation, we compare the
performance of our implementations with the manual coun-
terparts in IronFleet and automatically generated implemen-
tations from PGo [32].
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Figure 8. Performance of Multi-Paxos and PBFT.

Our evaluation seeks to answer the following questions:
1. How much manual effort can the hybrid method save
compared to fully manual implementations (§6.1)?

2. Can translated code achieve usable performance, and
how does manual optimization improve it (§6.2)?

3. How does the performance of the hybrid method com-

pare to manually written and optimized implementa-
tions like in IronFleet (§6.2)?

. How does the performance of the hybrid method com-
pare to fully automated (but unverified) approaches
like PGo (§6.3)?

6.1 Manual Effort Reduction

We quantify the reduction in manual effort by comparing
the lines of code (LoC) and time required for both implemen-
tation and verification. Table 3 summarizes the effort across
all case studies. As PBFT and CausalMesh lack a comparable
fully manual baseline, we focus our analysis on Multi-Paxos
and the sharded KV store.

Multi-Paxos. During translation, AUTOMAN generated 2,119
lines of code for AutoManRSL-Ij, with only ~200 lines of
manual annotations required (details in §5.1). The entire pro-
cess took approximately 4 person-hours to complete. The
optimized version, AutoManRSL-I;, added ~2,200 lines of
manually written code and required about one person-week
of effort.

In comparison, IronRSL, a fully manual implementation,
required approximately 8,100 lines of code. AUTOMAN achieved
a 97% reduction in manual effort for AutoManRSL-I,. As for
AutoManRSL-I;, the manual effort was reduced by 70%, while
achieving over 97% of IronRSL’s throughput (§6.2).

Sharded KV Store. The sharded KV store case study yields
similar results. AUTOMAN generated 1,487 lines of code for
AutoManKV-Iy, with only ~80 lines of manual effort required,
completed in ~2 hours. The optimized version, AutoManKV-
I;, required an additional ~1,100 lines and took about 3
person-days to complete. Compared to IronKV, which re-
quired 2,700 lines of manual code, AutoManKV-], reduced
manual effort by 97%, while the optimized AutoManKV-I;
achieved a 56% reduction.

6.2 Performance of Case Studies

Our experiments for Multi-Paxos, PBFT, and a sharded KV
store were conducted on a local cluster, each server equipped
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Figure 9. Performance under failures.

with 64 CPU cores and 96 GB of memory. By default, we
used four servers, with three serving as replicas/data stores
and one dedicated to running clients. For CausalMesh, the
experiments were conducted on the Cloudlab platform [94]
with 5 cloud servers, each equipped with 16 CPUs and 64
GB of memory.

Multi-Paxos. We evaluated throughput and latency using
1-256 client threads generating serial request streams.

Figure 8(a) shows that all implementations exhibited in-
creasing throughput with rising concurrency, followed by a
decline under overload. AutoManRSL-I, overloaded sooner.
AutoManRSL-I;’s peak throughput was 36% of IronRSL and
then dropped to near zero under high concurrency.

After optimization, AutoManRSL-I; achieved 2.7x the
peak throughput of AutoManRSL-I and reached 97% of
IronRSL’s peak throughput, while maintaining stable perfor-
mance under increasing concurrency. These results highlight
AuTOMAN'’s ability to deliver comparable performance to
fully optimized manual implementations.

We also measured system performance under leader fail-
ures. As depicted in Figure 9, we triggered failures by shut-
ting down the leader and observed that AutoManRSL-I,,
AutoManRSL-I;, and IronRSL all recovered within 100 ms.
Although the recovery code in our implementations is au-
tomatically generated, recovery is not CPU-intensive and
thus achieves the same performance as IronRSL’s manual
implementation. This result further supports our design phi-
losophy: automating performance-insensitive components
does not hurt performance.

We further measured the LoC and normalized peak through-
put (relative to IronRSL) for each optimization step in Fig-
ure 10. Starting from the baseline AutoManRSL-], we incre-
mentally optimized five actions, resulting in AutoManRSL-1;.
The results demonstrate that performance can be progres-
sively improved through targeted optimizations, allowing
developers to flexibly tune the system as needed. Notably,
addressing the top bottlenecks yields the most significant
gains.

PBFT. The PBFT evaluation followed the same setup as
Multi-Paxos, with the number of replicas increased to four
to tolerate one malicious node. Since no comparable man-
ually verified implementation exists under the same verifi-
cation framework, we compared the performance between
AutoManPBFT-I; and AutoManPBFT-I; under normal-case

IronRSL

+ Process2a
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+ TruncateLog

+ Execute

+ ProcessRequest
AutoManRSL-10

L B B B B B
0.0 0.2 0.4 0.6 0.8 1.0
Normalized Throughput

Figure 10. LoC and throughput (normalized to IronRSL) of
each incremental optimization step.
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Figure 11. Sharded KV: AuTOMAN vs. IronFleet.

execution. As shown in Figure 8(b), AutoManPBFT-I; achieved
2.04x the peak throughput of AutoManPBFT-I, with the per-
formance gap widening under higher concurrency, demon-
strating the effectiveness of the applied optimizations.

Sharded KV Store. We evaluated the throughput of KV store
implementations under varying workloads of get and set
operations, with different numbers of client threads. The data
store was initialized with 100,000 keys, with 64-bit unsigned
integers as keys and varying sizes of byte arrays as values.

The results, shown in Figure 11, confirm the practicality
of AutoManKV-Ij. As noted in §5.3, AutoManKV-I; did not
reveal significant bottlenecks, therefore, it achieved over 90%
of IronKV’s throughput across all workloads. This indicates
that for protocols with simpler logic, the auto-generated
implementation delivers competitive performance without
requiring manual optimization.

For AutoManKV-I;, which optimized the delegation map,
throughput matched that of IronKYV, offering an 8% improve-
ment over AutoManKV-I,. However, considering the per-
formance gain and the additional manual effort required,
AutoManKV-]; emerges as a more cost-effective solution.
CausalMesh. We evaluated I and I; of CausalMesh using a
microbenchmark with a 50% read and 50% write workload,
and compared them to the original unverified CausalMesh
implementation written in Rust.

The results are shown in Figure 12. The comparison be-
tween AutoManCausalMesh-I;, and AutoManCausalMesh-
I; reflects the effect of two optimizations applied to the
write and read paths (§5.4). AutoManCausalMesh-I; achieved
1.92x the throughput of AutoManCausalMesh-Iy, further
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Figure 12. Performance of CausalMesh.

demonstrating the effectiveness of our methodology. Com-
pared to the original unverified CausalMesh implementation
in Rust, AutoManCausalMesh-I; lagged behind. The Rust
version achieved over 4.7X higher throughput, due to the
utilization of more performant but unsafe data structures
(e.g., FxHashMap) as well as the asynchronous runtime for
performance.

Summary. For simple applications like the KV store, the gen-
erated code already demonstrates reasonable performance
without requiring manual optimization. For more complex
systems like Multi-Paxos, PBFT, and CausalMesh, manual
optimization is critical and can significantly improve per-
formance. Across these applications, the implementations
generated by AuUTOMAN achieve performance comparable to
fully manual implementations in IronFleet, demonstrating
the effectiveness of our method.

6.3 Performance Comparison with PGo
We then compared with RaftKV, which was automatically
generated by PGo. To conduct the comparison, we integrated
our Multi-Paxos and sharded KV store into a Paxos-based KV
store, producing PaxosKV-10 (unoptimized) and PaxosKV-
I1 (optimized). Since PGo’s RaftKV uses TCP and does not
support batch replication, we modified PaxosKV from UDP
to TCP and disabled batching to ensure a fair comparison.
Figure 13 presents the results. PGo’s RaftKV divides pro-
tocol tasks into separate processes (e.g., AppendEntries, Ad-
vanceCommitIndex), each assigned to a dedicated gorou-
tine communicating through channels. In contrast, PaxosKV
is single-threaded. As a result, RaftKV utilized more CPU
resources and achieved 1.7 times the peak throughput of
PaxosKV-10. However, the optimized PaxosKV-I1 outper-
formed RaftKV, despite being single-threaded. This result
further demonstrates that manual optimization is crucial for
improving the performance of auto-generated code.

7 Discussion

We emphasize that AUTOMAN is not so ambitious as to claim
to automate the whole development process. Instead, we
focus on reducing the burden of the labor-intensive step
of moving from a system’s design to its implementation.
In our case studies, we demonstrated a reduction of man-
ual effort in this step by 70%-97%. Developers remain re-
sponsible for (i) writing the system specification in TLA,
and (ii) implementing glue code, such as the main event
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Figure 13. Replicated KV: AuToMAN vs. PGo.

loop and marshalling/unmarshalling logic, to make the core
logic implementation generated by AUTOMAN executable.
Even within the design-to-implementation step, AUTOMAN
does not provide guarantees for proof automation; instead,
it makes this task easier by generating the necessary refine-
ment proof obligations. Empirically, Dafny can almost always
verify refinement for the generated implementation (see § 5).
Integrating existing approaches specifically developed for
improving proof automation is a subject of future work.

AUTOMAN’s translator synthesizes the code through a
predicate-level local analysis by translating each conjunct
in the predicate left-to-right. As a result, the Dafny frag-
ment amenable to AUTOMAN’s translator, though expressive
enough for developing realistic distributed systems, is tech-
nically more restricted than necessary. A more sophisticated,
inter-predicate, flow-sensitive analysis can be devised to sup-
port a richer fragment of the Dafny language and synthesize
more efficient code. Finally, one can also envision supporting
a richer declarative specification in Dafny by incorporating
a Syntax-Guided Synthesis (SyGuS) Solver with AUTOMAN’s
translator. This is, however, a subject of future research.

While designing a domain-specific language (DSL) for
specifications could bypass some challenges addressed by
AuTOoMAN’s translator, we chose instead to support Dafny
TLA specifications for several reasons. The first reason is
due to the widely adopted formalism as discussed in § 2.1.
Secondly, Dafny is a verifiable language that supports both
specification and implementation. We can use it to verify
the correctness of both the generated code and the opti-
mized code. In contrast, DSLs such as PlusCal [46] and PGo’s
MPCal [32] are not verification-amenable, and thus the gen-
erated code cannot be verified, breaking the end-to-end re-
finement verification process.

Another limitation of AUTOMAN is that it currently does
not support generating multi-threaded programs. As shared-
memory concurrency is important for performance, we plan
to explore extending AUTOMAN to this setting as part of
future work. Inspired by techniques from Linear Dafny [54]
and IronSync [36], one possible direction is to allow users to
decompose the shared state into shards at the granularity of
operations, and to specify per-shard behavior as actions. The
tool could then automatically generate implementations for
localized actions, using locks (encapsulated by linear types)
to ensure exclusive access during execution, and verify re-
finement between the implementation and the specification.



Then the composition of localized actions would enable the
construction of verified concurrent programs.

8 Related Work

In this section, we provide a summary of previous efforts to
enhance system implementation correctness.

Testing and Bug Detection. Testing is the traditional ap-
proach for detecting bugs in distributed systems. While effec-
tive, testing can face challenges with state-space explosion
in complex systems. To mitigate this, techniques such as
bug-depth bounding [76, 77], partial order reduction [105],
and semantic-aware analysis [51, 66] have been employed.
Recently, model-based testing has gained traction. Tools like
MBTCG [86], Modulo [39], and Mocket [98] utilize model-
based testing to evaluate distributed protocols and systems,
including Raft, Zookeeper, MongoDB, and Redis. Other sys-
tem testing efforts focus on detecting specific distributed
system bugs, such as crash recovery bugs [26, 27, 65], concur-
rency bugs [58, 59, 62, 63, 104], and network partition-related
bugs [14]. While these testing approaches provide valuable
insights and can identify many important bugs, they inher-
ently miss bugs in untested paths. Therefore, formal methods
are necessary to provide strong correctness guarantees.
System Verification. Efforts to verify real implementations
span various domains, including distributed systems [10,
20, 61, 87, 91, 97, 110], OS kernels [29, 40, 72, 89], storage
systems [7, 11, 15, 16, 38, 50, 112], and network systems [1,
81, 84, 108]. Approaches to implementation verification can
be broadly classified into three categories:

Interactive Theorem Proving. Interactive theorem provers like
Coq [95] and Isabelle [74] provide the strongest guarantees,
but require developers to manually construct proofs for each
step, making the process highly labor-intensive. For instance,
Verdi [100] and Grove [88] incurred proof-to-code ratios of
7.79 and 11.5, respectively, and Woos et al. [101] verified
Raft with over 50,000 lines of proof for 90 invariants. While
providing strong guarantees, interactive theorem proving
can be challenging to scale for complex systems.

Deductive Reasoning. Tools like Dafny [53] and Verus [48, 49]
combine manual reasoning with automated solvers (typically
SMT). Programmers guide solvers with logic annotations
(e.g., pre-/post-conditions) and proof hints (e.g., loop invari-
ants). The solver then automatically generates proof obli-
gations and infers conclusions. IronFleet [37] demonstrated
the practicality of deductive reasoning by verifying Multi-
Paxos and a sharded KV store, inspiring subsequent systems
such as IronSync [36] for concurrency, DaisyNFS [12] for
network file systems, VeriBetrKV [35] for complex KV stores,
and Anvil [92] for Kubernetes controllers. While deductive
reasoning offers more automation than interactive theorem
proving, it still demands substantial manual effort to write
proofs that guide the solver in inferring conclusions.
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Compared to these works, AuUToMAN combines deductive
reasoning with automated code generation, reducing the
effort of system development while facilitating the construc-
tion of refinement proofs.

Verification Automation. To reduce the verification burden,
many works aim to push automation further. A critical first
step for system verification is the discovery of inductive in-
variants; therefore, works like 14 [68, 69], Dinv [28], Swiss [34],
DistAl [103], DuoAI [102], and Basilisk [111] automate in-
variant synthesis for distributed systems. Beyond invari-
ant synthesis, tools like Ivy [79, 93], Sift [67], Spoq [60],
MolLi [113], and Kondo [109] extend automation into proof
construction, supporting automatic system validation or the
generation of partial proofs.

While these approaches effectively reduce human effort
in verification, they still require developers to implement
the system manually. AuToMaN differs by targeting both
implementation and verification effort. PGo [32] represents
the most closely related work in this direction, automatically
generating Go implementations from MPCal specifications.
However, PGo lacks the ability to verify the correctness of
generated implementations, whereas AUTOMAN addresses
this by also generating necessary refinement proof condi-
tions and enabling deductive reasoning to verify the gener-
ated implementations.

In summary, AUTOMAN builds upon these related works
by combining deductive reasoning with automated code gen-
eration techniques. This approach aims to provide the same
correctness guarantees as those offered by deductive reason-
ing approaches, while reducing manual implementation and
proof effort.

9 Conclusion

This paper presents AUTOMAN, a hybrid methodology for
deriving verified, high-performance implementations of dis-
tributed systems from formal specifications with minimal
manual effort. AUTOMAN leverages the observation that most
non-critical components in distributed systems can be auto-
matically implemented, while only performance-critical com-
ponents require targeted manual optimization. AUTOMAN
makes this idea practical: by auto-generating code with a
translator and selectively optimizing critical components,
AUTOMAN achieves near-optimal performance with signifi-
cantly reduced effort.
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